CLIENT SERVICE AGREEMENT MASTER TERMS & CONDITIONS
(VER 1.2 EFFECTIVE FEBRUARY 8, 2019)
These Master Terms & Conditions are the Master Terms & Conditions (“Terms & Conditions”) which are referenced in a Subscription Form (“Subscription Form”) that has been
submitted by the Client (“Client”) named in the Subscription Form for a subscription (“Subscription”) for V2MD™ telemedicine portal services and additional services (if any) to be provided by MediSprout, Inc. (“MediSprout”) as described in the Subscription Form (collectively, “Services”). These Terms and Conditions together with the Subscription Form constitute the entire agreement (the “Agreement”) between the Client and MediSprout with respect
to its subject matter. Except as provided in these Terms & Conditions, capitalized terms used
in the Subscription Form have the same meanings in these Terms & Conditions.
READ THE AGREEMENT CAREFULLY! IT CONTAINS LEGALLY BINDING OBLIGATIONS AND VERY IMPORTANT INFORMATION ABOUT THE CLIENT’S
RIGHTS AND OBLIGATIONS, AS WELL AS LIMITATIONS AND EXCLUSIONS
THAT MAY APPLY TO THE CLIENT. BY CLICKING ON THE “I AGREE”
BUTTON ON THE SUBSCRIPTION FORM, THE CLIENT AGREES, ACCEPTS AND
CONSENTS TO BE BOUND BY AND BECOMES A PARTY TO THE AGREEMENT.
IF THE CLIENT DOES NOT AGREE TO ALL OF THE TERMS OF THE
AGREEMENT, CLICK THE “I DO NOT AGREE” BUTTON. IF THE CLIENT DOES
NOT AGREE TO THE AGREEMENT, THE CLIENT MAY NOT PURCHASE THE
SERVICES OR USE THE SERVICES OR PLATFORM.
Section 1 - DEFINITION OF TERMS
The following terms have the following meanings:
1.1 “Authorized Users” means officers, directors, managers, members, health care providers,
and other employees, independent contractors, agents and representatives of or affiliated with
the Client who have been designated by the Client from time to time pursuant to the
Subscription to use the Services and Platform, subject to any limitations or restrictions set forth
in the Subscription Form.
1.2 “Feedback” means feedback, suggestions, improvements, and recommendations regarding
the Services and Platform.
1.3 “Month” means, unless otherwise provided in the Subscription Form, a calendar month.
However, if the Subscription Term begins on a day other than the first day of a calendar month
or ends on a day other than the last day of a calendar month, any fees (and the calculation of
such fees) with regard to such month will be prorated based on the actual number of days the
Subscription Term is in effect during such month.
1.4 “Patient” means an individual (or his or her authorized representative) who seeks to
receive or does receive health care services or information from a Client or Authorized User by
communicating with such Client or Authorized User by use of the Platform (including but not

limited to a Client’s or Authorized User’s patient (and his or her authorized representative) who
is designated, authorized or invited by the Client or an Authorized User pursuant to the
Subscription from time to time to use the Services and Platform in order to communicate with
the Client or Authorized User).
1.5 “Platform” means MediSprout’s proprietary application software, website platform,
mobile app, portal and technology infrastructure which comprises the V2MD™ telemedicine
portal service. The Platform includes the visual expressions, screen formats, report formats and
other design features of the V2MD™ telemedicine portal service, all ideas, methods, coding,
algorithms, formulae and concepts used in developing or incorporated into the V2MD™
telemedicine portal service, all future modifications, revisions, updates, refinements,
improvements and enhancements of the V2MD™ telemedicine portal service, derivative works
based upon any of the foregoing, deliverables and work product related to the V2MD™
telemedicine portal service and the Services, the standard user guides, manuals, Terms of
Service (“Terms of Service”) and Privacy Policy (“Privacy Policy”) contained in the Platform
and MediSprout’s website relating to the V2MD™ telemedicine portal service as updated and
amended from time to time, and all copies of the foregoing; provided, however, that if the
Client accepted the Co-Branded Solution or the White Label Solution on the Subscription
Form, although the Platform will contain the Client’s name and logo and may contain names
and contact information of certain Authorized Users (collectively, “Client’s IP”), MediSprout
does not own any of the Client’s IP and has only the rights to use the Client’s IP to the extent
provided in the Agreement.
1.6 “Subscription Term” means the time from the date the Subscription commences until the
effective date of its termination as provided in Section 8 of these Terms & Conditions. Unless
otherwise provided in the Subscription Form, the Subscription Term commences on the date the
Client clicks the “I Agree” button on the Subscription Form.
Section 2 - THE SERVICES
2.1 Services. (a) During the Subscription Term, MediSprout will provide the Services and
Platform to the Client for use by the Client, Authorized Users and Patients in accordance with
and subject to the Agreement and the documentation included within the Platform. Client’s
rights to access and use the Services and Platform are limited to the Subscription Term. The
Services include making the Platform available to the Client, Authorized Users and Patients by
which the Client and Authorized Users may communicate with each other and the Client and
Authorized Users, on the one hand, and Patients, on the other, may communicate with each
other.
2.2 Provision of Services. In providing the Services, MediSprout will
(a) host, operate, maintain, and support the Platform such that the Platform will perform
in all material respects substantially in accordance with the Agreement and the documentation
included in the Platform. The Client will timely notify MediSprout of any such failure of the
Platform to so perform known to the Client. If any failure of the Platform occurs, MediSprout’s
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only obligation is to use reasonable efforts to correct or provide a workaround for such failure
within a commercially reasonable time, or if such correction or workaround is not possible in a
commercially reasonable time, to refund the portion of the Subscription Fee paid by the Client
for the specific non-conforming service during the period of non-conformance;
(b) from time to time provide to the Client, Authorized Users and Patients procedures by
which the Client, Authorized Users and Patients may obtain access to and use the features and
functions of the Platform, including, but not limited to, login information, accounts, access
codes, account names and passwords, authentication protocols, websites, connectivity standards
and protocols;
(c) provide to the Client, Authorized Users and Patients technical support to assist with
the use of the Platform. MediSprout will serve as the sole point of contact and provider of
technical support for all inquiries and requests for technical support with respect to the
operation of the Platform from the Client’s personnel, Authorized Users and Patients.
MediSprout may from time to time, change the scope of, service levels of, services provided
by, and methods of accessing, such technical support and changes to the Platform without any
adjustment to the Subscription Fee or Visit Fee (hereinafter defined), without any liability for
any of such changes and (1) if any such change would not reasonably be expected to materially
adversely affect Clients, Authorized Users and Patients generally, without prior notice, and (2)
if any such change would reasonably be expected to materially adversely affect Clients,
Authorized Users and Patients generally, then with at least thirty (30) days’ prior notice to the
Client before it does so and, if the Client does not accept such change, then the Agreement will
terminate thirty (30) days after the Client declined to accept such change. (If the Client fails to
respond within thirty (30) days after such notice, the Client will be deemed to have accepted
such change.) MediSprout will make commercially reasonable efforts to provide a timely
response and suggested solutions to all such inquiries and support requests. Such technical
support will include providing generally accessible online instructions (e.g., “Frequently Asked
Questions”) and individualized help to resolve access and account management (e.g., login) or
other technical issues and proposing (where known and available) a solution or fix for the
issue;
(d) from time to time make available and implement upgrades, enhancements and error
corrections to the Platform when such upgrades, enhancements and error corrections are
generally made available to its other clients who are receiving the same or substantially similar
Services; and
(e) if the Client has accepted the Co-Branded Solution or the White Label Solution
services on the Subscription Form, provide such services as described in the Subscription
Form.
2.3 Client Responsibilities Generally. (a) The Client will
(1) as between the Client and MediSprout, be solely responsible for notifying
Authorized Users and Patients that they may access the Platform;
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(2) be responsible for the use of the Platform in accordance with the Agreement
by the Client, Authorized Users and Patients (without limitation the responsibility of
Authorized Users and patients for their own use of the Platform in accordance with the
Terms of Service and Privacy Policy);
(3) encourage and facilitate use of the Platform by Authorized Users and Patients;
(4) as between the Client and MediSprout, be solely responsible for (A) the
accuracy and completeness of medical advice provided by the Client or any Authorized
User or of Patient data; (B) the performance of the information technology systems of the
Client, any Authorized User or any Patient; (C) use of the Platform and the Patient data
obtained through the Platform by it, any Authorized User or any Patient, including but not
limited to any treatment recommendations or decisions made by the Client, any Authorized
User or any Patient or, if not an Authorized User, any employee, consultant, medical staff
member or agent of the Client or an Authorized User in reliance on Patient data obtained
through the Platform, (D) any act and omission of the Client, an Authorized User or a
Patient in connection with its, his or her use of the Platform; (E) the accuracy, quality,
content, integrity and legality of the relationships and communications among the Client,
Authorized Users and Patients when using the Platform; (F) the decision by the Client, an
Authorized User or a Patient that the use of the Platform is appropriate for the evaluation of
and communication with a Patient; and (G) the decision by the Client or an Authorized
User that the use of the Platform between or among the Client and Authorized Users is
appropriate for the evaluation and communication of medical or Patient data;
(5) not participate in, aid or encourage unauthorized access to or use of the
Platform,
(6) use commercially reasonable efforts to prevent any unauthorized access to or
use of the Platform, and notify MediSprout promptly of any such unauthorized access or
use of which it becomes aware;
(7) use the Services and Platform only in accordance with and as expressly
permitted by the Agreement, the documentation included in the Platform and applicable
laws and regulations and, without limitation of the foregoing, only use the Services and
Platform to use and exploit functionality made available to the Client by MediSprout; and
(8) reasonably cooperate with MediSprout as necessary for MediSprout to
provide the Services and Platform and perform its obligations under the Agreement.
(b) The Client will not directly or indirectly (and will not retain, assist, solicit or
encourage others to directly or indirectly)
(1) make the Services or Platform available to any third party other than
Authorized Users and Patients,
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(2) resell, lease, distribute, transfer or otherwise make available the Services or
Platform except in accordance with the Agreement;
(3) use the Platform to store or transmit infringing, libelous, malicious or
otherwise unlawful or tortious material, or to store or transmit material or information
(including PHI (as hereinafter defined)) in violation of third-party rights;
(4) use the Services or Platform to store or transmit malicious code;
(5) use or access the Services or Platform in any way that threatens the integrity,
performance, or availability of the Services or Platform or any data therein;
(6) attempt to gain unauthorized access to the Services or Platform or to the
communications or data processed or transmitted through or stored on the Platform;
(7) decompile, disassemble, or reverse engineer the Services or Platform, in
whole or in part; or
(8) use or access the Services or Platform to create (or have created by a third
party) a competing or similar service or platform, or to copy any features of the Services or
Platform including but not limited to visual appearance, site design and workflows.
The Client will take reasonable actions (including such reasonable actions as MediSprout may
request from time to time) to deter and prevent Authorized Users and Patients from taking any
of the actions described in Section 2.3(b)(1) through (8) above.
(c) Without limitation of its other rights and remedies, MediSprout may (but is not
obligated to) restrict or prohibit use or access by the Client, an Authorized User, a Patient or a
third party to the Services and Platform or the communications or data processed or transmitted
through the Platform or data stored on the Platform if MediSprout reasonably suspects that the
use of or access to the Platform by the Client, Authorized User, Patient or third party is not in
compliance with the Agreement, the documentation included within the Platform or applicable
laws or regulations, or otherwise threatens the Services, Platform or the communications or
data processed or transmitted through or stored on the Platform. However, MediSprout will
have no liability if it does not restrict or prohibit such use or access.
2.4 Co-Branded Solution and White Label Solution. The provisions of this Section 2.4 apply
only if the Client accepted the Co-Branded Solution or the White Label Solution on the
Subscription Form.
(a) The Platform as used by the Client and made available by the Client to Authorized
Users and Patients will (1) if the Client accepted the Co-Branded Solution, contain
MediSprout’s branding and the Client’s name and logo and (2) if the Client accepted the White
Label Solution, be branded under the Client’s name and logo (except as otherwise provided in
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the Agreement and the Subscription Form). The Platform with such modifications is sometimes
referred to in these Terms & Conditions as the “Client Platform”.
(b) The Client Platform will be accessible to those Authorized Users and Patients under
a subdomain URL (e.g., www.clientname.medisprout.com) if the Client accepted the CoBranded Solution on the Subscription Form, under a URL (“Client URL”) designated by the
Client (e.g., www.clientdomainname.com) if the Client accepted the White Label Solution on
the Subscription Form, or a link on the Client’s website as set forth on the Subscription Form.
(1) If the Client accepted the Co-Branded Solution, then the Client Platform will
be accessed with a subdomain URL ending in “.medisprout.com” (e.g.,
www.clientname.medisprout.com). The Client may create multiple subplatforms
contained within the main Client Platform, but each subplatform will be accessible using
the primary subdomain URL (e.g., www.clientname.medisprout.com). Unless otherwise
set forth on the Subscription Form, such primary subdomain URL will be
www.clientname.medisprout.com (with the actual client name inserted in place of “client
name”).
(2) If the Client accepted the White Label Solution on the Subscription Form,
then, unless otherwise agreed by the Client and MediSprout, the name, trademark, trade
name, trade dress, designs and logos of MediSprout (the “MediSprout Marks”) will
not appear on the Client Platform or in the Client subdomain URL, except that the Client
Platform will contain (A) MediSprout’s Terms of Service and Privacy Policy, (B) within
the Client Platform and in the Terms of Service a notice identifying MediSprout’s
copyright and other intellectual property ownership, and (C) any other notices, legends
or policies that MediSprout from time to time deems reasonably necessary or
appropriate to protect its rights in its intellectual property. The Client Platform will be
accessed with a subdomain URL designated by the Client on the Subscription Form
(e.g., www.clientname.telemedicine.com). The Client may create multiple subplatforms
contained within the main Client Platform, but each subplatform will be accessible using
the primary subdomain URL (e.g., www.clientname.telemedicine.com).
Each change to the Client’s name, logo or change to, addition of or deletion of a Client’s URL
in the Client Platform will be subject to a $250.00 fee. MediSprout will provide to the Client
online tools in order for the Client to create the types of subplatforms described above;
however, if set forth on the Subscription Form, MediSprout will create for the Client such
subplatforms for an additional fee as provided on the Subscription Form.
(c) During the Subscription Term, the Platform will be the only platform or mechanism
that the Client authorizes for use by its personnel, Authorized Users and Patients for
telemedicine communications (1) between the Client and Authorized Users, (2) among
Authorized Users, and (3) among the Client or Authorized Users, on the one hand, and Patients,
on the other.
(d) The Client hereby grants to MediSprout a royalty-free, revocable, non-exclusive,
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non-transferrable, non-sub-licensable license during the Subscription Term (1) to use, place and
maintain the Client’s IP in order to provide the Client Platform and the Services, and (2) to the
extent authorized or required by the Client, (A) to display and distribute to the public,
reproduce, and prepare derivative works based on Confidential Information (hereinafter
defined) of the Client in performing the Agreement, and (B) to use Confidential Information of
the Client and derive information therefrom on an anonymized and de-identified basis
consistent with 45 CFR 164.514(b) (as applicable to PHI) to improve the Services and Platform
or develop new products or services or for other business purposes. The Client represents and
warrants that (i) it has all legal rights necessary to grant such license to MediSprout and to
provide, post or otherwise make available through the Client Platform all information
concerning the Client (including but not limited to Confidential Information of the Client) and
(ii) the Client’s IP does not infringe the rights of any third party. If the Client requests that
MediSprout change the Client’s name or logo, or change, add or delete a Client’s URL on the
Platform, MediSprout reserves the right to refuse to publish the same if in its sole discretion it
considers the name or logo to be offensive, libelous, malicious, infringing or otherwise
unlawful or tortious.
Section 3 – FEES AND PAYMENTS
3.1 Subscription and Visit Fees. (a) The Client will pay when due the subscription fee
(“Subscription Fee”) for the Services as provided in the Subscription Form and otherwise in
the Agreement. During the Subscription Term, the Client will, in order to pay the Subscription
Fee, maintain with MediSprout a valid credit card and hereby authorizes MediSprout to charge
to such card the amount of the Subscription Fee when due. If any such credit card charge is not
completed and paid in full for any reason (other than MediSprout’s failure to properly submit
information necessary to process such charge), the Client will immediately pay such amount to
MediSprout together with an administrative processing fee of $100.00.
(b) The Client acknowledges that in addition to any Subscription Fee, MediSprout
charges a fee (“Visit Fee”) for each visit (“Visit”) which occurs on the Platform between or
among the Client and Authorized Users, between or among Authorized Users, and between or
among the Client or an Authorized User, on the one hand, and a Patient on the other. The Visit
Fee is charged at the completion of the Visit against a credit card of the Client or a credit or
debit card of an Authorized User or Patient as provided in the Subscription Form. If the Visit
Fee will be paid by the Client, the Client may in turn charge an Authorized User or Patient a fee
for each Visit (which may be the same as or different from the Visit Fee).
(c) MediSprout may from time to time change the amount of the Subscription Fee, Visit
Fee or other fees and charges under the Agreement. It will provide at least thirty (30) days’
prior notice to the Client before it does so. If the Client does not accept the change, then the
Agreement will terminate thirty (30) days after the Client declined to accept such change. If the
Client fails to respond within thirty (30) days after such notice, the Client will be deemed to
have accepted the change.
3.2. Payments Generally. (a) The Client will pay when due all amounts owed by it to
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MediSprout as provided in the Agreement.
(b) If any amount owed by the Client to MediSprout under the Agreement (in respect of
Subscription Fees, Visit Fees or otherwise) remains unpaid for more than five (5) days after it is
due, then, without limitation of its other rights and remedies as provided in the Agreement or
by law, (1) MediSprout may charge a late charge at the rate of 1% per month (or portion thereof
without proration), which the Client also agrees to pay with such unpaid amount, and (2)
MediSprout may suspend its provision of the Services and access to and use of the Platform by
the Client, Authorized Users and Patients, until the Client has paid the full balance owed
(including any administrative processing fees and late charges). All fees and other amounts
paid by the Client under the Agreement are non-refundable.
(c) Subscription Fees and other amounts payable by the Client to MediSprout under the
Agreement do not include any taxes of any jurisdiction that may be assessed or imposed upon
the Services or Platform, including but not limited to sales, use, excise, value added, personal
property, export, import and withholding taxes. The Client will directly pay any such taxes
assessed (excluding only taxes based upon MediSprout’s net income). The Client will promptly
reimburse MediSprout for any such taxes which may be paid by MediSprout. If the Client has
provided MediSprout with proof of its tax exempt status and the Client’s tax exempt status
changes, the Client will notify MediSprout immediately of such change and the Client will be
liable for all such taxes. If the Client fails to notify MediSprout of such change, the Client will
be liable for the payment of any tax related penalties or interest assessed against MediSprout or
the Client as a result of such failure.
(d) The Client will provide any necessary authorizations to allow MediSprout to make
charges against its credit card in accordance with this Agreement and will update its credit card
information with MediSprout as necessary.
(e) Client will pay all costs of enforcement by MediSprout of the payment of amounts
owed by the Client to MediSprout, including but not limited to any court costs and reasonable
attorneys’ fees.
Section 4 - EXCLUSIONS AND LIMITATIONS OF WARRANTIES; FORCE
MAJEURE
4.1 Exclusions and Limitations of Warranties. (a) EXCEPT AS OTHERWISE EXPRESSLY
STATED IN THE AGREEMENT, THE SERVICES AND PLATFORM ARE PROVIDED “AS
IS” AND MEDISPROUT MAKES NO REPRESENTATIONS OR WARRANTIES, ORAL OR
WRITTEN, EXPRESS OR IMPLIED, ARISING FROM COURSE OF DEALING, COURSE
OF PERFORMANCE, USAGE OF TRADE, OR OTHERWISE, INCLUDING BUT NOT
LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE, NON-INTERFERENCE, OR NON-INFRINGEMENT.
MEDISPROUT MAKES NO REPRESENTATIONS OR WARRANTIES, NOR SHALL
MEDISPROUT HAVE ANY LIABILITY WITH RESPECT TO, ANY THIRD PARTY DATA,
PRODUCTS OR SERVICES. MEDISPROUT MAKES NO REPRESENTATION OR
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WARRANTY THAT THE PLATFORM WILL MEET THE REQUIREMENTS OF THE
CLIENT, AN AUTHORIZED USER OR A PATIENT OR THAT THE OPERATION OF THE
PLATFORM WILL BE UNINTERRUPTED, TIMELY, SECURE, OR ERROR FREE. NO
ORAL ADVICE OR WRITTEN INFORMATION GIVEN BY MEDISPROUT, ITS
EMPLOYEES, LICENSORS, AGENTS OR REPRESENTATIVES WILL CREATE A
WARRANTY.
(b) MEDISPROUT WILL HAVE NO LIABILITY WITH RESPECT TO ANY
PERFORMANCE PROBLEM, DELAY, OR OTHER MATTER TO THE EXTENT
ATTRIBUTABLE TO ANY UNAUTHORIZED OR IMPROPER USE OR MODIFICATION
OF THE SERVICES OR PLATFORM, ANY UNAUTHORIZED COMBINATION WITH
OTHER SERVICES, PLATFORMS, SOFTWARE, HARDWARE, OR TECHNOLOGY, ANY
ACT OR OMISSION BY THE CLIENT, AN AUTHORIZED USER OR A PATIENT, OR THE
INTERNET. AS BETWEEN THE CLIENT AND MEDISPROUT, THE CLIENT IS SOLELY
RESPONSIBLE FOR ALL COMMUNICATIONS (INCLUDING THE CONTENT OF
COMMUNICATIONS) AMONG THE CLIENT, AUTHORIZED USERS AND PATIENTS,
ANY FAILURE BY THE CLIENT, AN AUTHORIZED USER OR PATIENT TO KEEP A
SCHEDULED APPOINTMENT FOR A VISIT, AND THE RESULTS OBTAINED FROM
THE USE OF, OR RELIANCE ON, THE SERVICES AND PLATFORM.
(c) TO THE FULLEST EXTENT PERMISSIBLE UNDER APPLICABLE LAW, IN
NO EVENT WILL MEDISPROUT BE LIABLE TO ANY PARTY IN PRIVITY TO THE
AGREEMENT OR ANY THIRD PARTY FOR ANY DIRECT, INDIRECT, PUNITIVE,
EXEMPLARY, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES OF ANY
KIND (WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), OR
OTHERWISE), STRICT LIABILITY OR OTHER THEORY, INCLUDING DAMAGES FOR
LOSS OF PROFITS, USE OR DATA, LOSS OF OTHER INTANGIBLES, LOSS OF
SECURITY OF SUBMISSIONS (INCLUDING UNAUTHORIZED INTERCEPTION BY
THIRD PARTIES OF ANY SUBMISSIONS) RELATING TO OR ARISING OUT OF THE
AGREEMENT, OR THE USE OF, OR THE INABILITY TO USE, THE SERVICES OR
PLATFORM, INCLUDING BUT NOT LIMITED TO ANY INFORMATION OR DATA
MADE AVAILABLE THROUGH THE SERVICES OR PLATFORM OR ANY SERVICES
PERFORMED BY ANY HEALTH CARE PROVIDERS USING THE SERVICES OR
PLATFORM (INCLUDING BUT NOT LIMITED TO CLAIMS OF MEDICAL
MALPRACTICE AGAINST THOSE HEALTH CARE PROVIDERS), EVEN IF
MEDISPROUT IS ADVISED BEFOREHAND OF THE POSSIBILITY OF SUCH
DAMAGES, EXCEPT AS PROVIDED IN SECTION 2.2(A) OF THESE TERMS &
CONDITIONS. MEDISPROUT’S TOTAL LIABILITY UNDER THE AGREEMENT FOR
ANY REASON OR CAUSE WILL UNDER NO CIRCUMSTANCES EXCEED THE
AMOUNT OF THE SUBSCRIPTION FEES ACTUALLY PAID BY THE CLIENT TO
MEDISPROUT IN THE SIX (6) MONTHS PRECEDING THE EVENT GIVING RISE TO
THE CLAIM OF LIABILITY.
(d) NO ACTION OR CLAIM OF ANY TYPE RELATING TO THE AGREEMENT
MAY BE BROUGHT OR MADE BY THE CLIENT MORE THAN ONE YEAR AFTER THE
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CLIENT FIRST HAD OR SHOULD HAVE HAD KNOWLEDGE OF THE BASIS FOR THE
ACTION OR CLAIM., WHICHEVER IS EARLIER.
(e) The Client and MediSprout have freely and openly negotiated the Agreement, or the
Client has had the opportunity to do so, including but not limited to the pricing, with the
knowledge that the liability is to be limited in accordance with the provisions of the Agreement.
4.2 Force Majeure. Except with respect to the Client’s payment obligations, neither the Client
nor MediSprout will be liable for, nor shall either the Client or MediSprout be considered in
breach of the Agreement due to, any failure to perform its obligations under the Agreement as a
result of a cause beyond its control, including but not limited to any act of God or a public
enemy, act of any military, civil or regulatory authority, change in any law or regulation, fire,
flood, earthquake, storm or other like event, disruption or outage of communications (including
the Internet or other networked environment), power or other utility, labor problem,
unavailability of supplies or any other cause which could not have been prevented by the nonperforming party with reasonable care.
Section 5 – PHI, CONFIDENTIAL INFORMATION, AND AGGREGATED DATA
5.1 PHI. The Client acknowledges and understands that use of the Services or Platform will
permit or require provision of certain protected health information (“PHI”) as defined under
the Health Insurance Portability and Accountability Act of 1996, and associated regulations, as
amended from time to time (“HIPAA”). To comply with the applicable provisions of HIPAA,
the Agreement will be deemed to include the Business Associate Agreement set forth in
Schedule A (“BAA”) to these Terms & Conditions.
5.2 Confidentiality. The Client or MediSprout may from time to time disclose to the other
confidential and proprietary information of the Client or MediSprout, respectively (such
disclosing party, a “Disclosing Party”, and such recipient, a “Recipient”). Any such
information (other than PHI) which is identified as confidential at the time of its disclosure is
referred to as “Confidential Information”. Each of the Client and MediSprout, when acting
as a Recipient, will hold the Disclosing Party’s Confidential Information in confidence and will
not disclose such Confidential Information to others or use such Confidential Information for
any purpose (other than in connection with the Agreement) except as approved in writing by
the Disclosing Party. A Recipient’s obligations under this Section 5.2 will not extend to
Confidential Information which (a) such Recipient is required to disclose by law, (b) at the time
of disclosure to such Recipient is, or thereafter becomes, part of the public domain through no
fault or action of such Recipient, (c) prior to disclosure to such Recipient by the Disclosing
Party was, or after disclosure to such Recipient by the Disclosing Party is, lawfully received by
such Recipient on a non-confidential basis, (d) is independently developed by such Recipient or
(e) consists solely of the fact that the Agreement has been entered into, the identity of the Client
and MediSprout and the types of services included in the Agreement. If a Recipient is required
by law to disclose any such Confidential Information, it will give the Disclosing Party a
reasonable opportunity prior to such disclosure to obtain a protective order. The Recipient will
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limit its use of and access to the Disclosing Party’s Confidential Information to only those of its
employees or representatives whose responsibilities require such use or access. The Recipient
will advise all such employees and representatives, before they receive access to or possession
of any of the Disclosing Party’s Confidential Information, of the confidential nature of the
Confidential Information and require them to abide by the terms of this Section.
5.3 Use of Aggregated Data. MediSprout reserves the right to create, derive, use and sell
information which has been generated or made available to MediSprout by the Services and
Platform and has been de-identified in accordance with HIPAA.
Section 6 - OWNERSHIP
6.1 Title and Ownership. (a) The Platform is made available on a limited use basis in accordance with the Agreement and has great commercial value to MediSprout. Except as expressly
set forth in the Agreement and the Terms of Service and Privacy Policy, the Agreement does
not constitute a sale of, and does not convey or license to the Client, any Authorized User or
any Patient, any rights or ownership in or related to the Services or Platform or any other intellectual property owned or provided by MediSprout. MediSprout’s name, logo, its service and
product names and the logos associated with them are trademarks of MediSprout or third parties, and no right or license is granted to use them. The materials included in the Platform
(other than Client’s IP and Confidential Information of the Client) are copyrighted by
MediSprout or other applicable rights holders. MediSprout reserves all rights not expressly
granted by the Agreement. MediSprout may from time to time make changes to the Platform,
Terms of Service and Privacy Policy without the Client’s consent.
(b) MediSprout (and its licensors, where applicable) owns all right, title and interest (including all related patent, copyright, trademark, trade secret, intellectual property and other
ownership rights) in and to the Services and Platform. All right, title and interest in and to the
Services and Platform (including all related patent, copyright, trademark, trade secret, intellectual property and other ownership rights) are and will remain the sole and exclusive property of
MediSprout (and its licensors, where applicable). Any copy, modification, revision, enhancement, adaptation, translation, or derivative work of or created from or relating to the Services
or Platform (including but not limited to whether created alone or jointly by or on behalf of the
Client or MediSprout) and any Feedback relating thereto will be solely and exclusively owned
by MediSprout (or its licensors, where applicable), as shall any and all patent rights, copyrights, trade secret rights, trademark rights, and all other proprietary rights, worldwide therein
and thereto. The Client, for itself, Authorized Users and Patients, hereby assigns to
MediSprout all right, title and interest, including all intellectual property rights, in any Feedback, derivative works, modifications, enhancements, or improvements related to the Services
or Platform that the Client, any of its representatives, any Authorized User or any Patient acting
under or in connection with the Subscription provides, proposes, creates, conceives, authors or
develops relating to the Agreement, Services or Platform. The Client will execute and deliver
(or cause its representatives, Authorized Users and Patients to execute and deliver) any additional documents which MediSprout deems reasonably necessary or appropriate to register,
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perfect, maintain, protect, or enforce MediSprout’s rights described above and the intent of this
Section 6.1.
(c) Subject to compliance with the terms and conditions of the Agreement by the Client,
Authorized Users and Patients, MediSprout grants to the Client, Authorized Users and Patients
a limited, revocable, non-exclusive, nontransferable and non-sub-licensable license to use the
Platform only to the extent contemplated by the Agreement and solely during the Subscription
Term for its, his or her own use and solely (1) in the case of the Client and Authorized Users, to
communicate with each other and (2) in the case of the Client and Authorized Users, on the one
hand, and Patients, on the other, to communicate with each other. The license granted hereby
does not include the right to, and none of the Client, any Authorized User or Patient will in any
event, (A) further license, sublicense, sell, resell, transfer, assign, distribute or otherwise commercially exploit or make available in any way or to any person or entity the Services or Platform except as specifically and only to the extent provided in the Agreement or as otherwise
specifically approved in writing by MediSprout, (B) modify or make derivative works based
upon the Services or Platform, (C) copy, frame, mirror or utilize any framing techniques to alter, remove or enclose any part or content of any of the Services or Platform, (D) reverse engineer, decompile, modify or otherwise attempt to discover the source code of the Services or
Platform, (E) use or access any of the Services or Platform in order to (i) design or build a competitive or similar product or service, (ii) design or build a product or service using similar
ideas, features, functions or graphics, or (iii) copy any ideas, features, functions or graphics, (F)
launch, store or transmit an automated program or script, including, but not limited to, web spiders, web crawlers, web robots, web ants, web indexers, bots, viruses, worms, time bombs,
Trojan Horses, or other harmful or malicious code, files, scripts, agents or programs (including
but not limited to any program which may make multiple server requests per second or unduly
burdens or hinders the operation or performance of any of the Services or Platform), (G) interfere with or disrupt the integrity or performance of any of the Services or Platform, or (H) attempt to gain unauthorized access to any of the Services or Platform.
(d) A violation by the Client of this Section 6.1 will be deemed to be a material and incurable breach of the Agreement and, in such event, without limitation of its other rights and
remedies, MediSprout will have the right, in addition to retaining all monies paid under the
Agreement, to refuse to provide or terminate its provision of the Services and access to and use
of the Platform by the Client, Authorized Users and Patients, and to obtain an injunction or specific performance without the posting of a bond or other security.
Section 7 – INDEMNIFICATION
7.1 Indemnification by MediSprout. Subject to Sections 2.2(a) and 4 of these Terms &
Conditions, and except to the extent any of the following claims is subject to indemnification
by the Client under Section 7.2, MediSprout will defend, indemnify and hold the Client and
each of its officers, directors, shareholders, managers, members, employees, independent
contractors, agents and representatives and their heirs, representatives, successors and assigns
(Client and such persons collectively, “Client Indemnitees”) harmless against all allegations,
claims, suits, actions, costs and reasonable expenses (including reasonable attorneys’ fees),
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damages, losses and liabilities (collectively, “Damages”) which a Client Indemnitee may incur
as a result of or arising out of (a) a breach by MediSprout of any of its representations,
warranties or agreement in the Agreement and (b) any third party claim that any use of, or
access to, the Platform by the Client, Authorized Users or Patients as expressly authorized
under and in accordance with the Agreement infringes or misappropriates any U.S. patent
issued as of the start of the Subscription Term to, or any copyright or trade secret of, a third
party, provided that the Client gives MediSprout (1) prompt written notice of such claim, (2)
authority to control and direct the defense or settlement of such claim, and (3) such information
and assistance as MediSprout may reasonably request, at MediSprout’s expense, in connection
with such defense or settlement. Notwithstanding the foregoing, MediSprout has no obligation
or liability to the extent that the alleged infringement or misappropriation arises from (A) the
combination, operation, or use of the Platform with products, services, deliverables, materials,
technologies, business methods or processes not furnished or authorized by MediSprout, (B)
any modification to the Platform which was not made or authorized by MediSprout, (C) any
breach of the Agreement, Terms of Service, Privacy Policy, law or regulation by the Client, any
Authorized User or Patient, (D) use of any of the Services or Platform other than in accordance
with the Agreement or (E) any claim, demand or action alleging medical malpractice, wrongful
death, personal injury, damage to property, errors or misrepresentations in billing or coding, or
any other professional, general, statutory or regulatory claim whatsoever, without regard to
whether such claim, demand or action is arises or is alleged to arise from negligent, intentional
or reckless conduct or by action or omission (such matters referenced in clauses (A) through
(E), collectively, the “IP Exclusions”). Upon the occurrence of any claim for which
indemnification is or may be due under this Section 7.1, or in the event that MediSprout
believes that such a claim is likely, MediSprout may, at its option (i) modify any portion of the
Service or Platform so that it becomes non-infringing, or substitute functionally similar
services, platforms, deliverables, or documentation, (ii) obtain a license to the applicable thirdparty intellectual property, or (iii) terminate the Agreement on written notice to the Client and
refund to the Client any prepaid fees for Services not provided. The obligations set forth in this
Section 7.1 constitute MediSprout’s entire liability and the Client’s sole remedy for any
infringement or misappropriation.
7.2 Indemnification by the Client. The Client will defend, indemnify and hold harmless
MediSprout, its affiliates and each of its or their officers, directors, shareholders, managers,
members, employees, independent contractors, agents, representatives licensors, suppliers,
partners and their heirs, representatives, successors and assigns (MediSprout and such persons
collectively, “MediSprout Indemnitees”) from and against all Damages which a MediSprout
Indemnitee may incur as a result of or arising out of (a) a breach by the Client of any of its
representations, warranties or agreement in the Agreement, (b) claims caused by or resulting
directly or indirectly from use of the Platform by the Client, an Authorized User or Patient
other than in accordance with the Agreement and the documentation included in the Platform,
(c) claims caused by or resulting directly or indirectly from an infringement or allegation of
infringement of any third party’s rights arising as a result of any action or omission by the
Client, an Authorized User or Patient, or use of any of the Client’s IP or Confidential
Information of the Client, and (d) any third party claim resulting from the (1) IP Exclusions, (2)
the Client’s or an Authorized User’s relationship with a Patient or the practice of medicine or
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provision of professional services, and (3) communications between or among the Client, an
Authorized User or a Patient or use by any of them of the Services or Platform, except to the
extent the claim is subject to infringement indemnification by MediSprout under Section 7.1.
MediSprout agrees to give the Client (A) prompt written notice of such claim, (B) authority to
control and direct the defense or settlement of such claim, and (C) such information and
assistance as the Client may reasonably request, at the Client’s expense, in connection with
such defense or settlement. Notwithstanding the foregoing, the Client will not settle any thirdparty claim, unless such settlement completely and forever releases MediSprout with respect
thereto or unless MediSprout provides its prior written consent to such settlement. In any action
for which the Client provides defense on behalf of MediSprout, MediSprout may participate in
such defense at its own expense by counsel of its choice.
Section 8 - TERMINATION
8.1 Termination. (a) The Client or MediSprout may terminate the Agreement immediately on
giving notice to the other if the other
(1) commits a material breach (including but not limited to any nonpayment when
due of the Subscription Fee) and, in the case of a material breach capable of being cured,
failed to cure that breach (A) in the case of a breach which consisted of nonpayment by
the Client of any amount due under the Agreement, within five (5) days after the date
such payment was due or (B) in the case of any other breach which is capable of being
cured, within thirty (30) days after the receipt of a notice in writing to cure such breach;
or
(2) (A) files for bankruptcy, (B) becomes or is declared insolvent, or is the subject
of any proceedings related to its liquidation, insolvency or the appointment of a receiver
or similar officer for it, (C) makes an assignment for the benefit of all or substantially all
of its creditors, or (D) enters into an agreement for the cancellation, extension, or
readjustment of substantially all of its obligations; provided, however, if the nonterminating party provides adequate assurances regarding its ability to continue
performing, the other party may not terminate.
(b) The Client may terminate the Agreement as provided in Section 3.1(c) of these
Terms & Conditions.
(c) MediSprout may terminate the Agreement as provided in Section 9.3(a) of these
Terms & Conditions.
(d) At any time on or after the second anniversary of the start of the Subscription Term,
the Client or MediSprout may end the Subscription Term and thereby terminate the Agreement.
The Client or MediSprout may do so by giving at least sixty (60) days’ prior notice of such
termination to the other.
(e) Upon any termination of the Agreement, whether under this Section 8.1 or otherwise,
(1) the Client will, and will cause Authorized Users (other than Authorized Users
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who have their own agreements with MediSprout) to, discontinue all access and use of
the Services and Platform (including but not limited to the Client terminating any links
to the Platform on its websites and discontinuing use of or terminating any URLs
associated with the Platform);
(2) Medisprout will terminate access by the Client and Authorized Users to the
Platform, and, if the Client accepted the Co-Branded Solution or the White Label
Solution on the Subscription Form, within a reasonable time after termination to wind
down and end its use of the Client’s IP; and
(3) the Client will remain liable for all payments due to MediSprout under the
Agreement with respect to the period ending on the date of termination and any other
amounts due to MediSprout.
Section 9 - MISCELLANEOUS
9.1 Compliance with Laws. The Client and MediSprout each will comply with all applicable
laws and regulations in connection with its business, operations and obligations under the
Agreement.
9.2 Notice. All notices, requests, demands, consents or other communications required or
permitted by the terms of the Agreement will be given in writing and delivered to the address
set forth on the Subscription Form of the Client or MediSprout, and will be deemed to have
been given (a) on the date of service if served personally, (b) on the fourth day after mailing, if
mailed by first class registered or certified mail, postage prepaid and addressed to the Client or
MediSprout, (c) on the next day if sent by a nationally recognized courier service for next day
service and so addressed and if there is evidence of acceptance of receipt, or (d) on the date of
transmission if sent by facsimile transmission or electronic mail and addressed to the Client or
MediSprout at the facsimile number or electronic mail address of the Client or MediSprout set
forth on the Subscription Form provided there is evidence of successful facsimile transmission
to such facsimile number or delivery of an electronic mail communication to such electronic
mail address. The Client or MediSprout may change its address, facsimile number or
electronic mail address for purposes of notice by giving notice thereof to the other in the
manner provided in this Section 9.2, provided that notice of a change of address or electronic
mail address will be effective only upon receipt.
9.3 Assignment; No Third Party Beneficiaries. (a) The Agreement is binding on, and inures
to the benefit of, each of the Client and MediSprout and its respective successors and permitted
assigns. The Client may not, without MediSprout's prior consent, which may not be
unreasonably withheld, assign, delegate, pledge, or otherwise transfer the Agreement or any of
its rights or obligations under the Agreement, whether voluntarily or by operation of law,
except that the Client may assign and delegate this Agreement in its entirety without
MediSprout’s consent to the purchaser of all or substantially all of the Client’s assets or to the
surviving entity of a merger, consolidation or conversion to which the Client is a constituent
party. A sale or transfer of any or all of the Client’s equity interests will not be considered as
15

such a prohibited assignment or delegation. However, if the Client assigns and delegates the
Agreement in connection with a sale of assets, merger, consolidation or conversion to which it
is a constituent party, or one or more sales or transfers of the Client’s equity interests occurs
such that a majority of voting equity interests is held or controlled by Persons who did not hold
or control such a majority on the date the Subscription Term began, then MediSprout may,
upon notice, terminate the Agreement. MediSprout may assign or delegate the Agreement
without the consent of the Client.
(b) The obligations of MediSprout in the Agreement run to and are for the benefit of
only the Client and do not run to or benefit any Authorized User, Patient, or other third party.
Under no circumstances will any Person be considered a third party beneficiary of the
Agreement.
9.4 Independent Contractor; No Solicitation. The relationship between the Client and
MediSprout under the Agreement is that of independent contractors and not partners, joint
venturers or agents. The Client agrees that during the Subscription Term and for one year
thereafter it will not directly or indirectly employ, solicit or attempt to solicit, or induce or
encourage the departure or resignation of any of the employees or contractors working for
MediSprout. The Client understands and agrees that soliciting, inducing or hiring MediSprout
employees or contractors may result in serious damages to MediSprout and its business and
acknowledges that MediSprout may hold the Client liable for any damages and may seek any
legal or equitable relief, including but not limited to an injunction or specific performance (and
without the posting of a bond or other security), available to MediSprout under applicable law.
9.5 Entire Understanding. The Agreement contains the entire agreement of the Client and
MediSprout with respect to its subject matter, and supersedes all prior proposals, marketing
materials, negotiations and other written or oral communications between them with respect to
such subject matter. In the event of any conflict between the Terms & Conditions and the
Subscription Form, the Subscription Form will govern.
9.6 Modification and Waiver. No modification of the Agreement, and no waiver of any breach
of the Agreement, will be effective unless in writing and signed or confirmed (in hard copy,
electronically, by electronic mail, by facsimile, by clicking an “I Agree” or similar button, or
otherwise) by the Client and MediSprout. No waiver of any breach of the Agreement, and no
course of dealing between the Client and MediSprout, will be construed as a waiver of any
subsequent breach of the Agreement.
9.7 Severability. If any provision of the Agreement is held to be illegal, invalid or
unenforceable, in whole or in part, (a) such unenforceable portion of the Agreement will be
deemed severed from the Agreement, (b) the validity and enforceability of the remaining
provisions of the Agreement will not be affected or impaired, and (c) the Agreement will be
deemed to be amended in order to effect, to the maximum extent allowable by law, the original
intent of such provision.
9.8 Electronic Copies/Reproduction Deemed an Original; Counterparts. The Client and
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MediSprout may electronically store and preserve the Agreement. Any reproduction of the
Agreement containing a replication of both parties’ assent to the Agreement and derived from
either party’s electronic storage system will be deemed to be original and authentic, and may
serve in the place of an original signed document for all purposes. Any amendment, waiver,
consent or other writing required to be signed or confirmed under the Agreement may be signed
or confirmed in counterparts, each of which will be considered to be an original and all of
which, taken together, will constitute one and the same instrument. The exchange of copies of
such instrument and of signature pages by facsimile or PDF transmission will constitute
effective execution and delivery of such instrument and may be used in lieu of the original
instrument for all purposes. A signature delivered by facsimile or PDF transmission will be
considered an original signature for any purpose whatsoever.
9.9 Governing Law and Venue. The Agreement will be governed by and interpreted in accord-

ance with the laws of the State of New York without giving effect to principles of conflicts of
laws, with substantive rights in patents, copyrights, federal trademarks and federal trade secrets
governed by the laws of the United States. Any dispute arising under or relating in any way to
the Agreement will be resolved exclusively by final and binding arbitration in White Plains,
New York under the rules of the American Arbitration Association, except that the Client or
MediSprout may bring a claim related to intellectual property rights, or seek temporary and
preliminary specific performance and injunctive relief, in any court of competent jurisdiction,
without the posting of bond or other security. The parties agree to the exclusive personal and
subject matter jurisdiction and venue of the courts located in Westchester County, New York,
for any claim related to the Agreement which is not required to be resolved by arbitration. The
Client agrees that any claim it may have against MediSprout will be brought individually and
the Client will not join such claim with claims of any other person or entity or bring, join or
participate in a class action against MediSprout. Each of the Client and MediSprout agrees that
that service of process may be made upon it by using the notice procedure set forth in the
Agreement and hereby waives trial by jury.
9.10 Further Assurances. The Client and MediSprout each agrees to execute and deliver any
and all instruments and documents which the other may reasonably request, or as may be
necessary or expedient, to effect the purposes of the Agreement.
9.11. Publicity. In addition to such marketing and publicity provided for in the Subscription
Form, the Client authorizes MediSprout to use the Client’s name and logo and a description of
the Services on MediSprout’s website, in any list of MediSprout’s clients, in MediSprout’s
advertising and marketing materials (including but not limited to press releases) and in a case
study.
9.12. Survival. The provisions of Sections 2.3(a)(1), (2), (4), (5) and (6), 2.3(b) and (c), 3, 4,
5, 6, 7, 8.1(e), 9.4 and 9.12 of these Terms & Conditions will survive any termination of the
Agreement.

17

Schedule A – Business Associate Agreement
BUSINESS ASSOCIATE AGREEMENT
This Business Associate Agreement (the “BAA”) is effective as of the start of the Subscription
Term (as defined in the Subscription Form) (the “Effective Date”) by and between the Client
which has submitted an Subscription Form (“Subscription Form”) for a subscription for V2
MD™ telemedicine portal services and additional services (if any) to be provided by
Medisprout, Inc. (“Covered Entity”) and Medisprout, Inc. (“Business Associate”). Covered
Entity and Business Associate may be referred to individually as a “Party” and collectively as
“Parties.”
Covered Entity and Business Associate are parties to the Subscription Agreement pursuant to
which Business Associate provides certain services to Covered Entity. In connection with
Business Associate’s services, Business Associate creates, receives, maintains or transmits PHI
from or on behalf of Covered Entity, which information is subject to protection under the
Federal Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104191, the
Health Information Technology for Economic and Clinical Health Act, Title XIII of the
American Recovery and Reinvestment Act of 2009; and related regulations promulgated by the
Secretary (collectively, “HIPAA”).
1.

Definitions.

(a)
General. Terms used, but not otherwise defined, in this BA Agreement shall have
the same meaning given to those terms by HIPAA, as in effect or as amended from time to
time.
(b) Specific.
(i) Electronic PHI. “Electronic PHI” shall have the same meaning as the term
“electronic protected health information” in 45 CFR § 160.103, limited to the information that
Business Associate creates, receives, maintains, or transmits from or on behalf of Covered
Entity.
(ii) Protected Health Information. “Protected Health Information” or “PHI” shall
have the same meaning as the term “protected health information” in 45 CFR § 160.103,
limited to the information created, received, maintained or transmitted by Business Associate
from or on behalf of Covered Entity.
(iii) Qualified Service Organization Agreement. “Qualified Service Organization
Agreement” shall have the same meaning as defined in 42 CFR 2.12(c)(4).
(iv) Services Agreement. “Services Agreement” shall mean any present or future
agreements, either written or oral, including the Subscription Agreement, between Covered
Entity and Business Associate under which Business Associate provides services to Covered
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Entity which involve the use or disclosure of PHI. The Services Agreement is amended by and
incorporates the terms of this BA Agreement.
2.

Obligations and Activities of Business Associate.

(a)
Use and Disclosure. Business Associate agrees not to use or PHI other than as
permitted or required by the Services Agreement, this BA Agreement or as Required By Law.
Business Associate shall comply with the provisions of this BA Agreement relating to privacy
and security of PHI and all present and future provisions of HIPAA that relate to the privacy
and security of PHI and that are applicable to Business Associate. Without limiting the
foregoing, to the extent the Business Associate will carry out one or more of the Covered
Entity’s obligations under the Privacy Rule, Business Associate shall comply with the
requirements of the Privacy Rule that apply to the Covered Entity in the performance of such
obligations.
(b)
Qualified Service Organization. Business Associate acknowledges that it may
also be a Qualified Service Organization as defined in 42 CFR 2.11 and as such: (i)
acknowledges that, to the extent it receives, stores, processes or otherwise deals with any
information, whether recorded or not, relating to a patient received or acquired by a federally
assisted alcohol or drug program, it is fully bound by the regulations in 42 CFR Part 2; and (ii)
if necessary, will resist in judicial proceedings any efforts to obtain access to any information,
whether recorded or not, relating to a patient received or acquired by a federally assisted
alcohol or drug program, except as permitted by 42 CFR Part 2.
(c)
Appropriate Safeguards. Business Associate agrees to use appropriate safeguards
and comply, where applicable, with the Security Rule to prevent the use or disclosure of the
PHI other than as provided for by this BA Agreement. Without limiting the generality of the
foregoing sentence, Business Associate will:
(i) Implement administrative, physical, and technical safeguards that reasonably
and appropriately protect the confidentiality, integrity and availability of Electronic PHI as
required by the Security Rule; and
(ii) Ensure that any Subcontractor to whom Business Associate provides
Electronic PHI agrees in writing to implement reasonable and appropriate safeguards and
comply, where applicable, with the Security Rule to protect Electronic PHI and comply with
the other requirements of Section 2(a) above.
(d)
Reporting. Business Associate agrees to promptly report to Covered Entity any
of the following:
(i) Any use or disclosure of PHI not permitted by this BA Agreement of which
Business Associate becomes aware.
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(ii) Any Security Incident of which Business Associate becomes aware.
In addition, Business Associate agrees to notify Covered Entity without unreasonable delay and
in no event more than thirty (30) days following the discovery of a Breach of Unsecured PHI. A
Breach is considered “discovered” as of the first day on which the Breach is known, or
reasonably should have been known, to Business Associate or any employee, officer or agent of
Business Associate, other than the individual committing the Breach. Any notice of a Security
Incident or Breach of Unsecured PHI shall include the identification of each Individual whose
PHI has been, or is reasonably believed by Business Associate to have been, accessed, acquired
or disclosed during such Security Incident or Breach as well as any other relevant information
regarding the Security Incident or Breach. Any such notice shall be directed to Covered Entity
as set forth in the Services Agreement.
(e)
Subcontractors. Business Associate shall ensure that any Subcontractor to whom
Business Associate provides PHI received from, or created, maintained, received or transmitted
by, Business Associate on behalf of Covered Entity agrees in writing to the same restrictions
and conditions that apply through this BA Agreement to Business Associate with respect to
such information.
(f)
Access to Designated Record Sets. To the extent that Business Associate
possesses or maintains PHI in a Designated Record Set, Business Associate agrees to provide
access, at the request of Covered Entity to PHI in a Designated Record Set, to Covered Entity
in order to meet the requirements under HIPAA Regulations.If an Individual makes a request
for access to PHI directly to Business Associate, Business Associate shall notify Covered Entity
of the request within three (3) business days of such request and will cooperate with Covered
Entity and allow Covered Entity to send the response to the Individual.
(g)
Amendments to Designated Record Sets. To the extent that Business Associate
possesses or maintains PHI in a Designated Record Set, Business Associate agrees to make any
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to
pursuant to HIPAA Regulations at the request of Covered Entity or an Individual. If an
Individual makes a request for an amendment to PHI directly to Business Associate, Business
Associate shall notify Covered Entity of the request within three (3) business days of such
request and will cooperate with Covered Entity and allow Covered Entity to send the response
to the Individual.
(h)
Access to Books and Records. Business Associate agrees to make its internal
practices, books, and records, including policies and procedures and PHI, relating to the use
and disclosure of PHI received from, or created or received by Business Associate on behalf of,
Covered Entity available to the Secretary, in a time and manner designated by the Secretary, for
purposes of the Secretary determining Covered Entity’s compliance with the Privacy Rule.
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(i)
Requests for Accountings. Business Associate agrees to provide to Covered
Entity, within thirty (30) days of a request by Covered Entity, information to permit Covered
Entity to respond to a request by an Individual for an accounting of disclosures of PHI in
accordance with HIPAA, HIPAA Regulations and the HITECH Act.If an Individual makes a
request for an accounting directly to Business Associate, Business Associate shall notify
Covered Entity of the request within three (3) business days of such request and will cooperate
with Covered Entity and allow Covered Entity to send the response to the Individual.
3.

Permitted Uses and Disclosures by Business Associate.

(a)
Services Agreement. Except as otherwise limited in this BA Agreement, Business
Associate may use or disclose PHI to perform functions, activities, or services for, or on behalf
of, Covered Entity as specified in the Services Agreement, provided that such use or disclosure
would not violate HIPAA if done by Covered Entity or the minimum necessary policies and
procedures of the Covered Entity.
(b)
Use for Administration of Business Associate. Except as otherwise limited in this
BA Agreement, Business Associate may use PHI for the proper management and administration
of the Business Associate or to carry out the legal responsibilities of the Business Associate.
(c)
Disclosure for Administration of Business Associate. Except as otherwise limited
in this BA Agreement, Business Associate may disclose PHI for the proper management and
administration of the Business Associate, provided that (i) disclosures are Required by Law, or
(ii) Business Associate obtains reasonable assurances from the person to whom the information
is disclosed that it will remain confidential and used or further disclosed only as Required by
Law or for the purpose for which it was disclosed to the person, and the person notifies the
Business Associate of any instances of which it is aware in which the confidentiality of the
information has been breached.
(d)
Data Aggregation. Except as otherwise limited in this BA Agreement, Business
Associate may use PHI to provide data aggregation services to Covered Entity as permitted by
45 C.F.R. § 164.504(e)(2)(i)(B). Data aggregation services involve the combining by the
Business Associate of (a) PHI created or received by a Business Associate in its capacity as the
Business Associate of a Covered Entity with (b) PHI received by the Business Associate in its
capacity as a Business Associate of another Covered Entity, to permit data analyses that relate
to the health care operations of the respective Covered Entities.
(e)
De-identification. Business Associate may de-identify PHI pursuant to 45 C.F.R.
§164.514(b). Following such de-identification, the resulting information no longer qualifies as
PHI and is no longer subject to this BAA.
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4.
Permissible Requests by Covered Entity. Except as set forth in Section 3 of this BA
Agreement, Covered Entity shall not request Business Associate to use or disclose PHI in any
manner that would not be permissible under the Privacy Rule if done by Covered Entity.
5.

Term and Termination.

(a)
Term. This BA Agreement shall be effective as of the date of this BA Agreement
and shall terminate when all of the PHI provided by Covered Entity to Business Associate, or
created, received or maintained by Business Associate on behalf of Covered Entity, is destroyed
or returned to Covered Entity, or, if it is infeasible to return or destroy PHI, protections are
extended to such information, in accordance with the termination provisions in this Section.
(b)
Termination for Cause. Upon either Party’s knowledge of a material breach by
the other Party of the terms of this BA Agreement, the non-breaching Party shall either:
(i) Provide an opportunity for the other Party to cure the breach or end the
violation. If such Party does not cure the breach or end the violation within thirty (30) days,
the non-breaching Party shall terminate: (A) this BA Agreement; (B) all of the provisions of
the Services Agreement that involve the use or disclosure of PHI; and (C) such other
provisions, if any, of the Services Agreement as the non-breaching Party designates in its sole
discretion; or
(ii) Notwithstanding anything contained in the Services Agreement to the
contrary, if the other Party has breached a material term of this BA Agreement and cure is not
possible, immediately terminate: (A) this BA Agreement; (B) all of the provisions of the
Services Agreement that involve the use or disclosure of PHI; and (C) such other provisions, if
any, of the Services Agreement as the non-breaching Party designates in its sole discretion.
(c)

Effect of Termination.

(i) Except as provided in Section 5(c)(ii), upon termination of this BA
Agreement, for any reason, Business Associate shall return or destroy all PHI received from
Covered Entity, or created or received by Business Associate on behalf of Covered Entity. This
provision shall apply to PHI that is in the possession of Subcontractors or agents of Business
Associate. Business Associate shall retain no copies of the PHI.
(ii) In the event that Business Associate determines that returning or destroying
the PHI is infeasible, Business Associate shall provide to Covered Entity notification of the
conditions that make return or destruction infeasible. Business Associate shall extend the
protections of this BA Agreement to such PHI and limit further uses and disclosures of such
PHI to those purposes that make the return or destruction infeasible, for so long as Business
Associate maintains such PHI.
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6.

Obligations of Covered Entity.

(a)
Privacy Notice. Covered Entity shall notify Business Associate of any
limitation(s) in its notice of privacy practices of Covered Entity in accordance with 45 CFR §
164.520, to the extent that such limitation may affect Business Associate’s use or disclosure of
PHI.
(b)
Changes of Permission of Individual. Covered Entity shall notify Business
Associate of any changes in, or revocation of, permission by an Individual to use or disclose
PHI, to the extent that such changes may affect Business Associate’s use or disclosure of PHI.
(c)
Restrictions on Use or Disclosure. Covered Entity shall notify Business Associate
of any restriction to the use or disclosure of PHI that Covered Entity has agreed to in
accordance with 45 CFR § 164.522, to the extent that such restriction may affect Business
Associate’s use or disclosure of PHI.
7.

Miscellaneous.

(a)
Regulatory References. A reference in this BA Agreement to a section in HIPAA
means the section as in effect or as amended or modified from time to time, including any
corresponding provisions of subsequent superseding laws or regulations.
(b)
Amendment. The Parties agree to take such action as is necessary to amend the
Services Agreement and/or this BA Agreement from time to time as is necessary for Covered
Entity to comply with the requirements of HIPAA.
(c)
Survival. The rights and obligations of Business Associate under Sections 5(c)
and the Parties under Section 7 and this Section 8 of this BA Agreement shall survive the
termination of the Services Agreement and this BA Agreement.
(d)
Interpretation. Any ambiguity in this BA Agreement shall be resolved to permit
both Parties to comply with HIPAA.
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(e)
Miscellaneous. The terms of this BA Agreement are hereby incorporated into the
Services Agreement. Except as otherwise set forth in Section 8(d) of this BA Agreement, in the
event of a conflict between the terms of this BA Agreement and the terms of the Services
Agreement, the terms of this BA Agreement shall prevail. The terms of the Services
Agreement which are not modified by this BA Agreement shall remain in full force and effect
in accordance with the terms thereof. This BA Agreement shall be governed by, and construed
in accordance with, the state where the Business Associate is located, exclusive of conflict of
law rules. Each Party hereby agrees and consents that any legal action or proceeding with
respect to this BA Agreement shall only be brought in the courts of the state of New York. The
Services Agreement together with this BA Agreement constitutes the entire agreement between
the Parties with respect to the subject matter contained herein, and this BA Agreement
supersedes and replaces any former business associate agreement or addendum entered into by
the Parties. This BA Agreement may be executed in counterparts, each of which when taken
together shall constitute one original. No amendments or modifications to the BA Agreement
shall be effective unless agreed upon by both Parties in writing.
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